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Executive Summary

We are developing a “safety first” approach to data collection designed to rebuild community trust and
restore participation in public programs and services.

In recent years, communities have grown increasingly concerned that their personal data may be used
against them. This trend has undermined public confidence in federal data collections and threatened
the ability of policymakers, service providers, researchers and public agencies to understand and serve
their communities. It has also raised complications regarding the implementation and adoption of the
recently revised federal standards for data on race and ethnicity, which promise more accurate data
collection and reporting on historically underserved populations. Without assurances that population
data will be kept safe, many communities may hesitate to share their information with government
agencies and other institutions.

Community mistrust in public data collections is poised to get dramatically worse, coming on the heels
of political developments such as federal capture of state data for unauthorized activities (e.g., federal
use of state administrative data for immigration enforcement), as well as technological developments
such as the opaque use of artificial intelligence (Al) technologies in domains ranging from
qualification for public benefits to predictive algorithms in lending and policing. Far from being only a
“data problem” or a “research and evaluation problem,” these threats to data governance are likely to
generate strong chilling effects and withdrawal from participation in a variety of public programs.

To serve, protect, and defend our communities, we need to fortify state and local data collections. Data
fortification includes two central goals: protecting constituent data from a variety of external threats
and strengthening the reliability of public data collections and their ability to address constituent
needs.

This framework on data fortification aims to help government agencies and nonprofits collect, analyze,
and share data in ways that are:

o Safe: Secure from misuse by third parties.

¢ Meaningful: Designed to address community and government needs.
¢ Accurate: Reflects true individual experiences and outcomes.

¢ Representative: Portrays the full diversity of subpopulations.

¢ Translatable: Understandable and accessible to various stakeholders.
¢ Transformative: Drives innovation to serve community needs.

This solution is particularly important now, with mounting concerns about the integrity and reliability of
federal data collections and the lack of guardrails preventing misuse of state and local data. The
SMARTT Data framework, when paired with implementation resources and guidelines on data
infrastructure and data governance offered by the Massive Data Institute and other partners, can help
us meaningfully advance effective policy solutions at the national, state, and local levels.
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I. The Problem and Its Significance

In recent years, the public has grown increasingly distrustful of government in ways that undermine
established systems for building evidence and driving evidence-based decision-making. In October 2023,
Pew Research Center found that 71% of U.S. adults are somewhat concerned or very concerned about
how the government uses the data it collects about them, up from 64% in 2019." In 2024, the Partnership
for Public Service found that 66% of the American public views the federal government as having a
negative impact on the U.S., while 85% find it to be “wasteful,” up 15 percentage points from 2022.2
Public distrust and mistrust of government has cascading effects on civic life, including reduced
confidence in national public health programs? and declining response rates to federal surveys* that seek
to better understand and serve various communities.

These developments have raised concerns about the representativeness and quality of collected data,
including data collected as part of the decennial census. They also undermine recent efforts to improve
the quality of the federal statistical system, such as the 2024 revision of Statistical Policy Directive No.
15 (SPD 15), which revised the federal standards for data on race and ethnicity to require that all federal
agencies collect such data at the detailed level, through a combined question. Importantly, the 2024 SPD
15 Revision also established a “Middle Eastern or North African” reporting category, reversing the
decades-long erasure of MENA populations from official government data. The 2024 SPD 15 Revision
was an important step toward ensuring adequate representation of historically underrepresented
populations in government data. However, if data privacy remains a concern, these groups may still not
feel comfortable sharing their information with government agencies, thus perpetuating their erasure
from the historical record.

Recent political and technological developments have challenged community trust in public data
systems like never before. The integrity of data federalism — the array of formal policies and informal
procedures that govern how federal, state, and local government agencies produce official statistical
information to benefit communities and advance the public good — has begun to erode, in part from
federal efforts to commandeer state and local data for political purposes.® For instance, the federal
government has reportedly used data collected at the state level under Medicaid and the Supplemental
Nutrition Assistance Program (SNAP) for federal immigration enforcement.® Increased data sharing
between the Internal Revenue Service and immigration enforcement agencies,’” the abrupt firing of the
Bureau of Labor Statistics (BLS) Commissioner over unsubstantiated claims of data manipulation,® and
calls for a mid-decade census® have cast a dark cloud of doubt over the privacy of data, the intentions of
its stewards, and the legal guardrails preventing government overreach. Technological developments—
such as the use of predictive algorithms in policing, the cryptic deployment of Al-driven health
diagnostics, and the extraction of personal data from social service applications for commercial
analytics—have raised serious concerns about surveillance, bias, and misuse.

These developments have further eroded public trust in the safety, quality, and usefulness of population-
level data, especially among communities historically subject to data harm. Equally concerning,
community distrust in the privacy and security of government data could reduce public participation in a
wide range of programs, including those run by state governments, local governments, and nonprofit
organizations.
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In order to serve, protect, and defend our communities, we need to fortify state and local data
collections. Data fortification comprises two central goals: protecting constituent data from a variety of
external threats and strengthening the reliability of public data collections and their ability to address
constituent needs.

To advance these goals and restore community trust and participation in various public programs,
agencies must develop, adopt, and promote a set of standards that:

1.safeguard the dignity and privacy of individuals,

2.provide meaningful, accurate, representative, and timely information that enables public and private
agencies to serve their communities, and

3.are accessible and meaningful to a variety of audiences, from the general public to agency staff,
chief technology officers and chief data officers.
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II. Key Stages in the Public Data

Production Process
D

The journey towards fortifying nonprofit, state, and local data collections must begin with a shared
understanding of key stages in the data production process. Each stage plays a vital role in ensuring that
data is not only collected responsibly but also used effectively to serve public needs.

DESIGN

During the design stage of the data production process, government agencies and other data producers
define the goals, scope, and methods of their data collection efforts. The design stage typically involves
data producers selecting data sources, determining sampling strategies, ensuring that the data will be
accurate and representative of the population, and addressing various ethical and legal concerns,
including protections against violations of privacy and other harms from data misuse. Under
participatory planning approaches, community members, stakeholders, and data users convene to shape
how data is collected, categorized, interpreted, and used. These approaches are especially useful when
collecting data on identity markers (e.g., race/ethnicity), to help ensure the information collected is more
accurate and representative.

COLLECTION

The collection stage includes the gathering of raw data from individuals, organizations, or systems in a
way that is consistent, accurate, ethical, inclusive, and which permits for the data to be used for
statistical purposes, among other functions. During this stage, collectors of information may administer
surveys, extract data from administrative records, conduct interviews or focus groups, or deploy digital
tools such as mobile apps or online forms.

MANAGEMENT

The management stage addresses long-term stewardship, including secure data archiving, publication,
controlled access, and responsible data destruction, to maintain integrity, privacy, and compliance with
legal and ethical standards. At this stage, data managers must decide whether the data collection will be
shared with the public and/or with other government and non-government agencies, and whether they
will be shared in their original form, with recoded information,” or in tabulated formats.' Data managers
may implement and oversee data governance policies, set retention schedules, anonymize or encrypt
sensitive data, and maintain metadata for traceability. To support transparency and compliance with
privacy regulations, data holders may use secure cloud environments, data catalogs, and audit trails.

ANALYSIS

In the analysis stage, raw data is transformed into meaningful insights through the application of
statistical, computation, or qualitative methods. During this stage, data analysts may process, validate,
and examine data to identify patterns, assess quality, and determine whether it meets the intended
objectives, often using statistical techniques to detect bias or gaps. They may also collaborate with
subject-matter experts to ensure findings are accurate, contextually relevant, and aligned with research
or policy goals. Increasingly, data analysts may collaborate with community-based researchers to assess
the accuracy and relevance of findings with respect to specific populations included in the sample of
data.
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PRESENTATION

The presentation or “reporting” stage focuses on organizing and formatting data findings in ways that are
clear and accessible to intended audiences. At this stage, data analysts may create charts, tables,
dashboards, visualizations, reports, and written summaries that accurately reflect the data and its
implications. This stage also involves translating technical results into plain language and ensuring
accessibility through formats compatible with screen readers, multilingual content, and visual aids for
low-literacy audiences.

DISSEMINATION

During the dissemination stage, results are shared with stakeholders, including policymakers,
researchers, and the public, through platforms that promote transparency and accessibility. Activities
include publishing reports, hosting briefings, releasing open datasets, and distributing materials
through websites, social media, and community networks. Data producers may also use Application
Programming Interfaces (APIs), data portals, public dashboards, and other tools designed to facilitate
access and reuse, all while ensuring compliance with data privacy and licensing standards.

UTILIZATION

Finally, in the utilization stage, the evidence is applied to inform decisions, shape policy, improve
programs, and guide future data collection efforts, completing the cycle of evidence-based governance.
Activities include integrating findings into policy development, program design, budget allocation, and
performance monitoring. Data producers may also use data to support innovation, such as piloting new
service models or targeting interventions to underserved populations. Remaining in regular
communication with key stakeholders during this stage will help ensure that data use remains
responsive and equitable.
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IT1. Recent Developments in Data

Federalism
D

Given recent developments at the federal level, it has become clear that federal, state, and local
governments are increasingly at odds over control, privacy, and use of data, a tension that threatens
public trust in data collection and may compromise data integrity. Historically, at the federal level,
agencies have often followed standardized protocols outlined in laws like the Foundations for Evidence-
Based Policymaking Act of 2018 (Evidence Act)," the Paperwork Reduction Act of 1995 (PRA),™ and the
Privacy Act of 1974 (Privacy Act),” with guidance from the Office of Management and Budget (OMB) and
the Federal Data Strategy (FDS)."® These protocols emphasize methodological rigor, privacy protections,
and interagency coordination.

However, recent executive actions have significantly reshaped the federal-state dynamic around data
governance, particularly in ways that impact privacy, autonomy, and the integrity of the evidence-building
process. President Trump’s March 2025 Executive Order No. 14243, “Stopping Waste, Fraud, and Abuse
by Eliminating Information Silos” gives federal agencies unfettered access to data from state programs
that receive federal funding, including data held by third parties.” This order overrides prior agency-level
privacy guidance and compels states to share sensitive personal data—such as Medicaid,SNAP, and K-12
public education records—with federal entities like DHS and ICE, often for non-statistical purposes such
as immigration enforcement.'®

These actions have sparked legal and ethical concerns, as they appear to violate the Privacy Act of 1974,
the Health Insurance Portability and Accountability Act of 1996 (HIPAA), and the Social Security Act of
1935, which restrict the repurposing of data beyond their original intent. While the Evidence Act of 2018
and the FDS were originally designed to promote responsible data use and intergovernmental
collaboration,” recent executive actions have exploited these frameworks to centralize control and
bypass safeguards. Simultaneously, executive orders have politicized federal data infrastructure by
removing datasets related to gender identity and DEI initiatives, undermining transparency and data
integrity.?® These moves have prompted lawsuits and temporary restraining orders, reflecting growing
resistance from states and civil society. The resulting erosion of trust threatens public participation in
state programs and surveys and underscores the urgent need for states to strengthen their data
infrastructure, assert control over data stewardship, and establish clear boundaries for federal access
and use.

Recent trends in federal-state dynamics around data use reveal growing tensions over privacy, control,
and the politicization of information. The federal government has increasingly sought access to state-
collected data—especially from programs like Medicaid and SNAP—for non-statistical purposes, such as
immigration enforcement and redistricting, raising serious concerns about privacy and constitutional
overreach.?” Agencies like the Department of Government Efficiency (DOGE) have been central to these
efforts, using executive orders to circumvent historical protections, break down “data silos,” and enable
real-time, cross-agency access to sensitive personal information.?? These efforts have prompted a legal
challenge from over 20 states resisting federal attempts to repurpose data collected under promises of
confidentiality.?
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Many state governments have responded by suing the federal government for unauthorized data
sharing,?* but there have been few state legislative actions to protect residents from unauthorized
surveillance and misuse.?

In addition, state and local efforts remain fragmented and piecemeal, with no common standards for
community safety and no shared understanding about the most effective ways to fortify information
that is collected by nonprofits as well as state and local government agencies. In March 2024, the OMB
issued an important change to their guidance on federal race and ethnicity data collection, revising
Statistical Policy Directive No. 15 to require all federal agencies to collect disaggregated race/ethnicity
data through a combined question featuring a new “Middle Eastern or North African” response option.?
All federal agencies are expected to comply with these new standards by 2029. State governments,
while often aligning with federal standards for federally funded programs, have more discretion in
tailoring data systems to local needs and may implement additional privacy laws (e.g., California
Consumer Privacy Act) or equity-focused initiatives. Local governments tend to operate with fewer
resources and less formalized guidance, but they often innovate in community engagement,
participatory data design, and real-time service delivery. For example, the lowa Youth Action Squad,
which is managed by the state’s children’s cabinet, is implementing policy changes like removing
school resource officers and supporting restorative justice plans based on youth-led research and
recommendations.?’

These developments underscore the urgent need to invest in secure, transparent, and community-
centered data infrastructure to restore community trust, prevent federal overreach and uphold public
accountability.
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IV. Safety First - Introducing the
SMARTT Data Framework

In order to restore community trust and participation in public programs and services, we need a “safety
first” approach to information collected by nonprofits and government agencies.

The SMARTT Community Data framework pertains to information collection activities (ICAs) by public
agencies and provides a common set of standards and associated key performance indicators (KPIs) to
fortify public data collections. The framework aims to help organizations collect, analyze, and share data
in ways that are:

o Safe: Secure from misuse by third parties.

e Meaningful: Designed to address community and government needs.
o Accurate: Reflects true individual experiences and outcomes.

¢ Representative: Portrays the full diversity of subpopulations.

o Translatable: Understandable and accessible to various stakeholders.
¢ Transformative: Drives innovation to serve community needs.

The following sections elaborate each principle of the Framework for Producing SMARTT Population
Data, including key performance indicators, examples of how data producers and users can collaborate
on their implementation, and descriptions of how they impact the different stages of the data production
process.

SAFE

To produce Safe population data, data producers and users can collaborate to conduct ICAs that are
secure from manipulation or misuse by third parties (e.g. insurance companies, data harvesting
corporations, hostile government agencies, and artificial intelligence development companies).

Implementation of the Safe principle may require substantial reform to the Collection, Management, and
Utilization stages of the data production process.

The Collection stage offers perhaps the best chance for data producers to ensure safety and build trust
with communities. In light of the recent challenges to data privacy, data producers might consider
implementing stronger encryption protocols, limiting third-party access, and ensuring that data intake
systems are protected from surveillance or unauthorized harvesting. This would likely involve
collaboration between state Chief Data Officers, IT security teams, and legal counsel to revise data-
sharing agreements and audit vendor practices. For example, a state health department collecting
Medicaid data might prohibit cloud storage providers from using or analyzing data for Al model training
and require zero-knowledge encryption to prevent backend access.
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In cases where data is extracted from other databases, data producers may consider mechanisms
through which individuals can provide informed consent for their data to be sourced in other
collections. For instance, Medicaid and Medicare claims data, which is originally collected for billing
and reimbursement, is anonymized and used for public health research, policy evaluation, and equity
analysis. Whereas laws like Confidential Information Protection and Statistical Efficiency Act of 2002
(CIPSEA), Health Insurance Portability and Accountability Act of 1996 (HIPAA), and Family Educational
Rights and Privacy Act of 1974 (FERPA) were intended to limit disclosure and use of data without
consent, third-party use of administrative data (e.g., Medicaid and Medicare claims, unemployment
claims, school records), vital records data (e.qg., birth and death certificates), education technologies
(e.g., cloud-based instructional services), and public use microdata (e.g., ACS PUMS, NHIS) are not
restricted in similar ways.

In addition, trust is as much a matter of reality as it is perception. Consider, for instance, the National
Health Interview Survey (NHIS) of the U.S. Department of Health and Human Services (HHS), which
collects data through in-person household interviews conducted by trained field staff of the Census
Bureau. These household interviews offer critical opportunities to establish trust-based relationships
with respondent populations. Field staff should be cognizant that these interviews may be a
household’s only interaction with a statistical program. Therefore, they should approach these
interactions as not only a chance to collect information efficiently, but also as an opportunity to engage
in honest and collegial conversation and establish trust. To meet the principle of Safe data collection,
HHS and Census Bureau might update their field staff training and interview protocols to ensure that
field staff take time to engage respondents in such a manner and effectively assure them of the
measures taken to secure the information they provide. In many instances, ensuring community trust
will require improving language accessibility and cultural competence by recruiting and training
multilingual field staff, particularly among hard-to-reach populations, and understanding historically
relevant experiences within each community (e.g., medical mistrust, racial misclassification), that may
create barriers to establishing trust and ensuring data quality.

Undertaking trust-building activities may introduce tradeoffs related to paperwork burden, given their
potential to increase the amount of time required to participate in surveys. These tradeoffs should be
assessed with respect to the potential improvements to data quality and validity that may result from
collecting more accurate information through effective trust-building. In cases where the respondents
are non-English speakers, which also may double as cases in which the trust burden is most significant,
this trade-off may be offset by the assignment of field staff with proficiency in the spoken language of
the respondent. To that end, implementation of the Safe principle may also require that data producers
take meaningful steps to recruit field staff that share the cultural and linguistic background of the
respondent population.

Implementation of the Safe principle at the Management stage may involve securely storing data and
timely destruction of data that is no longer needed. Data holders may establish or refine their protocols
to ensure that their information systems are kept secure from third parties in a manner consistent with
the laws to which they are subject. Additionally, when possible, the practices on the safe management
of data should be communicated to multilingual users. Multilingual communication of data privacy is
essential to ensure that individuals with limited English proficiency can fully understand their rights,
navigate privacy settings, and make informed choices about their personal data.?® Data infrastructures
may be fortified through the implementation of automatic deletion schedules for personally identifiable
information and blockchain-based audit trails to verify compliance.
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The Utilization stage offers another opportunity to ensure the safety of data collected. To ensure data
subjects of the fidelity of the information they provide, data producers may uphold a negative duty to
not utilize their data for non-specified, or unauthorized, intents. This means restricting cross-agency
sharing of personally identifiable information unless explicitly authorized and ensuring that data
analytics tools do not introduce bias or expose sensitive information. For instance, predictive
algorithms used in child welfare or unemployment insurance would need to be vetted for security,
transparency, bias, and fairness, with usage logs maintained to track access.?

At the same time, data producers may implement a positive duty to specify and, when necessary, seek
authorization for use-cases that conform to the public trust. For instance, a health data producer may
redesign their survey questionnaire to capture information from respondents on the desired use-cases
of the information they provide. Statistical officials can then draw upon this information when
designing both evidence-based policy reforms and stating their intentions of future iterations of the
same collection. While the mere collection of health information is no guarantee that health care quality
and outcomes will improve, the absence of anything else may erode the public’s trust in the good
intentions of health information collectors. By proactively capturing information of this sort, data
producers can decrease burdens associated with the feeling that information collection activities are
solely extractive, while simultaneously drawing attention to a clearly beneficial use of public
information.

Together, these reforms would help restore public trust and ensure that data serves communities
without exposing them to harm.

Table 1. Safe: Public Health Agency Use-Case

AANHPI populations, particularly women, experience disproportionately high rates of lung
cancer despite low smoking prevalence. Traditional public health datasets often miss these
nuances because they are not disaggregated by ethnicity, nativity, or environmental

Issue exposure patterns. Without this detail, agencies risk reinforcing assumptions that lung
cancer is only tied to smoking behaviors—leaving AANHPI communities underdiagnosed,
underserved, and underfunded.® *' ¥ This issue will be used in the following sections to
walk through how the SMARTT framework can be applied.

Build Trust at Intake: Public health agencies collecting data on lung cancer risks
(environmental exposure, family history, cultural practices, and/or healthcare access) must
emphasize safety and confidentiality.

Encryption & Consent: Data intake platforms (e.g., online surveys, clinical registries) use
Collection zero-knowledge encryption and prohibit third-party vendors (e.g., cloud providers) from
using data for unrelated purposes, including Al training.

Cultural and Linguistic Trust-Building: Field staff include multilingual, culturally competent
community health workers (CHWs) who explain how data will be used and address
concerns rooted in historical medical mistrust (e.g., fear of discrimination, misuse by
insurers).
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Transparency During Collection: Respondents are given plain-language assurances about
protections (HIPAA, state laws) and offered the chance to specify preferred use-cases (e.g.,
“yes, my data may be used for cancer prevention research, but not shared with private
insurers”).

Trade-Offs: While these trust-building protocols increase survey/interview time, they
improve participation and yield more accurate, valid data—critical for understanding
nuanced risks among AANHPI non-smokers.

Management

Secure Archival & Deletion: Cancer registry and ICA data are stored with timely deletion
schedules for personally identifiable information (PIl). For instance, exact addresses are
purged after aggregation into neighborhood-level risk categories.

Fortified Infrastructure: Systems adopt blockchain-based audit trails to ensure data cannot
be altered or accessed without leaving a verifiable trace.

Controlled Access Environments: Researchers can only access sensitive microdata in
protected environments (e.g., virtual data enclaves) to prevent re-identification of small
AANHPI subpopulations.

Community-Guided Governance: Data management protocols are overseen by community
advisory boards including AANHPI representatives, reinforcing transparency and
accountability.

Utilization

Negative Duty (Do No Harm): Agencies must restrict use of cancer registry and survey data
to explicitly authorized public health purposes (screening eligibility, prevention programs)
and prevent cross-agency misuse (e.g., sharing lung health data with immigration
enforcement or insurers).

Algorithmic Safeguards: Any predictive analytics (e.g., lung cancer risk models) are audited
for bias and fairness, ensuring AANHPI non-smokers are not stigmatized or misclassified
as “low risk” simply because they are non-smokers.

Positive Duty (Authorized Use): Agencies solicit input from AANHPI communities on
beneficial use-cases—such as designing environmental health interventions (ventilation in
multi-unit housing) or expanding low-dose CT screening eligibility for high-risk non-
smokers.

Transparency Logs: Access logs track who uses the data and for what purpose, so
community representatives can verify that the information isn't misappropriated.
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MEANINGFUL

To produce Meaningful population data, data producers and users can collaborate to conduct
information collection activities that are intentionally designed to address the experiences, priorities, and
needs of community members, community organizations, and state/local government agencies alike.

Implementation of the Meaningful principle would require a reshaping of the Design, Collection,
Presentation, Dissemination, and Utilization stages of the data production process.

The Design phase presents an opportunity for data producers to make their statistical activities
meaningful to those beyond their sample populations. By engaging in participatory planning, data
producers can incorporate input from diverse stakeholders on the design of the data collection
procedures as well as the specified intents of its findings. Such changes would ensure that data
collection efforts reflect real-world needs and concerns. Data producers can operationalize this
procedure by convening community advisory boards or conducting pre-survey listening sessions.

The Collection phase offers a chance for data producers to convey the meaning expressed during the
design phase. Data producers can incorporate the feedback received from advisory boards and/or focus
groups into the design of more tailored collection instruments, which would be administered at this stage
to capture variables concerning more salient topics, such as housing insecurity or environmental health,
and translated into multiple languages to ensure accessibility. For the sake of facilitating collective
meaning-making between data producers, users, and subjects, the collection phase importantly includes
more than just the discrete exchange of information between respondent and field staff. It also includes
the steps taken in lead-up, which can include priming intermediaries and trusted voices that ultimately
attract and encourage respondents to respond to information collections. Community feedback can be
especially helpful in designing these phases, which could include messaging tailored to the respondent
populations for whom they are targeted.

During the Presentation stage, data could be visualized and contextualized in ways that resonate with
community audiences, such as neighborhood-level dashboards or infographics designed for low-literacy
populations. Key roles in these reforms would include community engagement specialists, local
government analysts, and data equity officers working alongside statisticians and IT teams.

The Dissemination and Utilization stages would also be transformed to prioritize transparency and
impact. Dissemination would extend beyond traditional government portals to include community
centers, local media, and nonprofit networks, ensuring that data reaches those who can act on it.
Utilization would be guided by collaborative decision-making, where community organizations and local
agencies co-develop interventions based on the data. For example, a city might use locally disaggregated
health data to co-design a mobile clinic program with neighborhood leaders, or a school district could
use student housing data to adjust bus routes and meal distribution. These changes would require policy
reform, capacity-building, and sustained investment in inclusive data governance, but they would
ultimately produce more responsive, equitable, and trusted public data systems.
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Table 2. Meaningful: Public Health Agency Use-Case

Issue

Lung cancer disparities among non-smoker AANHPIs. See full description in Table 1.

Design

Participatory Planning: Public health agencies hold pre-survey listening sessions and
establish AANHPI community advisory boards (including survivors, caregivers, nonprofit
leaders, and clinicians).

Community Priorities Embedded: Surveys and registries are designed to capture issues
communities define as meaningful—such as environmental exposures (cooking fumes,
radon, secondhand smoke), cultural stigma around cancer, and barriers to screening.

Shared Purpose: Agencies explicitly commit to using findings for service improvement and
policy change, not just statistical monitoring.

Collection

Tailored Instruments: Surveys are translated into multiple AANHPI languages and adapted
to cultural contexts (e.g., distinguishing between cooking-related smoke exposure and
tobacco exposure).

Trust-Based Engagement: Recruitment is done through trusted intermediaries (community
health workers, faith leaders, local nonprofits) who emphasize how the data will directly
benefit the community.

Reciprocal Interaction: Field staff are trained to answer questions and provide resources
during data collection, shifting it from an extractive process to a two-way exchange.

Presentation

Resonant Storytelling: Findings are contextualized through culturally relevant narratives—
pairing quantitative results (e.g., cancer incidence by subgroup) with survivor stories that
ground the data in lived experience.

Layered Content: Products are designed for multiple audiences: 1) Community-level
dashboards and infographics in plain language for residents. 2) Technical briefs for
researchers and policymakers.

Accessibility & Inclusion: Data visualizations are created for low-literacy and multilingual
audiences, including pictographs, narrated visuals, and translated captions.

Dessemination

Trusted Channels: Findings are distributed through ethnic media outlets, community
centers, cultural festivals, and faith-based networks where AANHPI residents gather.
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Community-Led Messaging: Local nonprofits and leaders act as trusted interpreters,
explaining findings in culturally resonant ways.

Transparency: Dissemination materials clearly show how community input shaped data
collection and use, reinforcing the sense of ownership.

Co-Created Interventions: Data is used in joint planning sessions between agencies,
healthcare providers, and AANHPI community groups to design responsive solutions—for
example: 1) Mobile lung screening clinics in high-risk neighborhoods. 2) Ventilation
improvement programs in multi-unit housing. 3) Multilingual awareness campaigns
reframing lung cancer as a non-smoker’s disease too.

Utilization
Policy Change: Findings are applied to revise eligibility for early screening and push for
environmental justice regulations in impacted areas.
Continuous Feedback Loop: Communities are regularly updated on how their contributions
shaped policy and services, reinforcing trust and ongoing participation.
ACCURATE

To produce Accurate population data, data producers and users can collaborate to conduct ICAs that
present a true depiction of the status, behavior, outcomes, and lived experiences of individual
respondents. Implementation of this standard would significantly enhance the Design, Collection,
Analysis, and Presentation stages of the data production process.

In the Design phase, agencies would need to ensure that survey instruments and administrative forms
are crafted to capture nuanced, context-rich information, including variables that reflect intersectional
identities and structural conditions. This would require collaboration among survey methodologists,
community representatives, and subject-matter experts to ensure internal and external validity. Statistical
officials and the various stakeholders with whom they engage at the design stage can design inclusive
sampling strategies and review survey questions and administrative forms to ensure questions are
culturally sensitive and contextually relevant.

During Collection, reforms would prioritize field worker training, language translation, collaboration with
trusted community partners to encourage response, and culturally competent data intake procedures to
reduce bias and improve representativeness. For example, a state education agency might redesign its
student well-being survey to include questions on housing instability, mental health, and caregiving
responsibilities—factors often overlooked but critical to understanding student outcomes.
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In the Analysis and Presentation stages, the emphasis would shift toward interpreting data in ways that
honor the complexity of lived experiences and avoid reductive generalizations. Analysts would
disaggregate data by race, gender, disability status, and other key dimensions, and apply mixed
methods approaches to contextualize quantitative findings with qualitative insights. Data visualizations
and reports would be designed to reflect not just statistical trends but also the social realities behind
them, using storytelling techniques and community-informed framing. Key roles in these reforms would
include data equity officers, visualization specialists, and community liaisons. A concrete example
might be a public health department presenting maternal health outcomes not just by ZIP code, but
also by racial subgroups and access to prenatal care, accompanied by narratives from affected
individuals. These changes would strengthen both the credibility and utility of public data, making it a
more powerful tool for equity-driven policy and program.

Table 3. Accurate: Public Health Agency Use-Case

Issue Lung cancer disparities among non-smoker AANHPIs. See full description in Table 1.

Nuanced, Context-Rich Instruments: Surveys and registries are redesigned to capture
intersectional variables relevant to AANHPI non-smokers, such as: 1) environmental
exposures (cooking fumes, radon, secondhand smoke, occupational risks); 2) structural
conditions (housing density, access to healthcare, insurance coverage); 3) intersectional
identities (gender, nativity, English proficiency, immigration status)

Design Inclusive Sampling Strategies: Agencies ensure oversampling of smaller AANHPI
subgroups (e.g., Hmong, Samoan, Bhutanese) that are often hidden in aggregate data.
Stratified sampling frames are employed to ensure external validity.

Collaborative Development: Survey methodologists, community representatives, and
oncologists co-develop questions to ensure they are culturally sensitive and contextually
relevant—for instance, distinguishing between “smoking” and “household air exposure.”

Field Worker Training: Enumerators receive training in culturally competent interviewing,
addressing stigma (e.g., cancer as taboo) and mistrust of government health data.

Language Access: Surveys are translated into multiple AANHPI languages with community
Collection input to ensure conceptual, not just literal, accuracy.

Trusted Partnerships: Recruitment is conducted in collaboration with AANHPI-serving
community-based organizations (CBOs), faith groups, and clinics to encourage
participation from hard-to-reach groups.
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Representative Capture: Special outreach ensures participation of immigrants, limited-
English-proficient groups, and uninsured patients, so their experiences aren't lost in
sampling bias.

Intersectional Disaggregation: Data is disaggregated not only by race/ethnicity, but also by
gender, nativity, disability, and income—revealing, for instance, elevated risks among
immigrant AANHPI women exposed to indoor pollutants.

Mixed Methods: Quantitative findings (incidence, mortality, environmental exposure levels)
Analysis are contextualized with qualitative narratives from survivors and families, helping explain
why certain risks persist despite low smoking prevalence.

Bias Detection & Correction: Analysts test for misclassification errors (e.g., cases wrongly
attributed to “smoking-related cancer”) and adjust for underdiagnosis due to lower
screening rates in AANHPI populations.

Transparent Storytelling: Reports combine statistical findings with community-informed
framing—e.g., presenting lung cancer not only as a medical outcome but as a result of
structural inequities in housing and healthcare.

Layered Outputs: 1) Technical briefs with detailed methodology for researchers and
policymakers. 2) Community-friendly materials (infographics, fact sheets, videos)
Presentation explaining subgroup-specific risks in plain language. 3) Narratives & Case Studies (e.g.,
stories of AANHPI women who developed lung cancer despite never smoking) to humanize
the statistics.

Contextualization: Visualizations avoid reductive generalizations like “low smoking rates =
low risk,” instead highlighting the hidden epidemic of non-smoker lung cancer in AANHPI
communities.

REPRESENTATIVE

To produce Representative population data, data producers and users can collaborate to ensure that
ICAs portray the full diversity of subpopulations within each major population category (e.g., detailed
race/ethnicity, intersections between race/ethnicity and other categories like gender and disability
status). Implementation of this standard would implicate the Design, Collection, and Dissemination
stages of the data production process.

In the Design phase, data producers would need to expand demographic categories to include more
granular options—such as detailed racial and ethnic subgroups, gender identities beyond the binary, and
disability types—ensuring that instruments reflect the complexity of lived experiences. This would require
collaboration among statisticians, community advocates, and equity officers to design oversampling
strategies (i.e., intentionally gather more responses from smaller or underrepresented groups to make
sure those communities are fully visible in the data) and revise classification schemas and sampling
frames. For instance, a state health agency may collaborate with community organizations to revise
health survey questionnaires to include check-box and write-in response options for diverse MENA
populations.

SAFETY FIRST: A SMARTT DATA FRAMEWORK 16
TO SERVE, PROTECT, AND DEFEND OUR COMMUNITIES




During Collection, inclusive outreach strategies would be essential, including multilingual materials,
culturally competent enumerators, and partnerships with trusted community organizations to reach
historically undercounted populations. For example, a state health agency may work with regional
community and cultural centers to conduct MENA community outreach, ensuring that MENA data is
collected to reflect the diversity of MENA subpopulations in different residential areas.

In the Dissemination stage, reforms would focus on presenting data in ways that highlight subpopulation
differences without reinforcing stereotypes or stigmatization. This means disaggregating data by
detailed demographic categories and ensuring that findings are contextualized with input from the
communities represented. Data dashboards, reports, and visualizations would need to be designed with
accessibility and cultural relevance in mind, using formats that resonate with diverse audiences.

Key roles in these reforms would include data visualization specialists, community engagement
coordinators, and public information officers. A concrete example might be a city’s housing report that
breaks down eviction rates not just by race, but by intersections of race, disability status, and
immigration background—accompanied by community narratives and policy recommendations co-
developed with affected groups. Additionally, a state health agency could work with Arab American
researchers and community organizations to disseminate key findings on the health of Arab American
communities from a health survey that collected data on health outcomes and conditions under a
detailed MENA category. These changes would help ensure that public data systems reflect the full
spectrum of community realities and support more equitable decision-making.

Table 4. Representative: Public Health Agency Use-Case

Issue Lung cancer disparities among non-smoker AANHPIs. See full description in Table 1.

Granular Demographic Categories: Health surveys and cancer registries expand beyond
pan-ethnic “Asian” or “Pacific Islander” labels to include detailed AANHPI subgroups (e.g.,
Hmong, Cambodian, Native Hawaiian, Samoan, Bangladeshi, Tongan). Write-in options are
also included for underrepresented groups.

Intersectional Representation: Instruments explicitly capture gender identity, disability
status, immigration background, and environmental exposures, enabling analyses at the
intersection of race/ethnicity and other determinants of health.

Design

Oversampling Strategies: To prevent invisibility, survey methodologists and statisticians
design oversampling protocols for smaller AANHPI subgroups that are typically lost in
aggregate reporting.
Collaborative Development: Agencies convene community advocates, oncologists, and
data equity officers to revise classification schemas and sampling frames, ensuring the
design reflects lived realities.
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Collection

Inclusive Outreach & Recruitment: Data producers partner with AANHPI-serving
community-based organizations (CBOs), cultural associations, and health clinics to reach
historically undercounted subgroups (e.g., limited-English-proficient elders, undocumented
immigrants, Pacific Islanders in rural areas). Whenever possible, compensation is provided
for community members' time and sharing of knowledge and expertise.

Culturally Competent Enumerators: Enumerators receive training on cultural stigma around
cancer and death, as well as strategies to reduce survey refusal rooted in mistrust.

Language Access: Materials are translated into multiple AANHPI languages (e.g.,
Vietnamese, Samoan, Tagalog, Khmer, Mandarin, Cantonese) with compensated
community review for accuracy and cultural resonance.

Trusted Intermediaries: Outreach leverages community and faith leaders, ethnic media,
healthcare providers, and other key intermediaries (e.g., advocates in environmental
justice, housing, education, immigration etc.) who can legitimize the survey effort and
encourage participation.

Dissemination

Disaggregated Findings: Cancer incidence and mortality data are broken down by AANHPI
subgroup, gender, nativity, and socioeconomic status—revealing, for example,
disproportionate rates of non-smoker lung cancer among Viethnamese women or Native
Hawaiian men.

Contextualization with Care: Data is presented in a way that avoids stigmatization,
emphasizing structural and environmental risk factors (e.g., housing quality, air pollution,
cooking exposures) rather than attributing disparities to culture alone.

Community Partnership in Messaging: Agencies co-develop dissemination materials with
AANHPI researchers, health advocates, and CBOs to ensure framing is accurate and
empowering so that the community can have agency to advocate for themselves.

Accessible Formats: Findings are distributed through bilingual fact sheets, ethnic media
outlets, webinars, data visualizations, and community forums, ensuring accessibility to
both policymakers and affected communities.

Policy-Relevant Storytelling: Dashboards and reports highlight not only subgroup
disparities but also solutions co-identified with the community, such as expanding lung
cancer screening eligibility for never-smoker high-risk groups.

TRANSLATABLE

To produce Translatable population data, data producers and users can collaborate to conduct ICAs that
are understandable and accessible to a range of stakeholders, including community members of varying
levels of educational attainment, language proficiency, and disability status. Implementation of this
standard would have wide-ranging effects on the Design, Collection, Presentation, and Dissemination
stages of the data production process.
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In the Design phase, agencies would need to prioritize plain language, multilingual formats, and universal
design principles to ensure that surveys, intake forms, and other instruments are inclusive. This would
involve collaboration among plain language specialists, translators, disability advocates, and community
representatives to co-create materials that are culturally and linguistically appropriate.

During Collection, enumerators and outreach staff would need training in inclusive communication
strategies, and digital platforms would need to support screen readers, closed captioning, and alternative
input methods. For example, a state workforce survey might be offered in Spanish, Arabic, and ASL, with
simplified instructions and visual aids to support comprehension across literacy levels.

In the Presentation and Dissemination stages, reforms would focus on making data assets—such as
dashboards, reports, and community profiles—accessible to all audiences. This means using plain
language summaries, visual storytelling, and interactive tools that allow users to explore data without
technical expertise. Dissemination would extend beyond government websites to include community
centers, local media, and trusted intermediaries who can help interpret findings. Key roles in these
reforms would include accessibility coordinators, UX designers, and public information officers. A
concrete example might be a city’s public health dashboard that includes audio narration, simplified
charts, and toggles for multiple languages, ensuring that residents with limited English proficiency or
visual impairments can understand and act on the information.

Table 5. Translatable: Public Health Agency Use-Case

Issue Lung cancer disparities among non-smoker AANHPIs. See full description in Table 1.

Plain Language & Clarity: Survey instruments, consent forms, and informational materials
are written in plain language, free from medical jargon (e.g., using “lung cancer in people
who never smoked” instead of “non-small cell carcinoma among never-smokers”).

Multilingual & Culturally Adapted Formats: Materials are developed in multiple AANHPI
languages (e.g., Tagalog, Vietnamese, Samoan, Mandarin, Hmong), with community review
to ensure cultural resonance and accuracy.

Design

Universal Design Principles: Surveys are designed for accessibility across literacy levels
and disabilities, incorporating visual aids, large fonts, and simplified layouts.
Collaborative Development: Agencies engage translators, disability advocates, patient
advocates, and community representatives to co-create culturally meaningful survey
questions (e.g., capturing exposures to secondhand smoke, cooking fumes, or occupational
risks).
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Collection

Inclusive Communication Training: Field staff and healthcare surveyors receive training in
trauma-informed and culturally sensitive communication, addressing stigma around
cancer while building trust.

Accessible Technology Platforms: Online surveys and intake tools are optimized for screen
readers, voice input, closed captioning, and mobile use to reach respondents with varying
digital literacy.

Language-Specific Outreach: Enumerators and outreach staff are multilingual or paired
with interpreters, ensuring respondents can participate in their preferred language.

Culturally Relevant Supports: Outreach leverages ethnic media, cultural associations, and
community health workers who can explain the purpose of data collection in culturally
relevant ways.

Presentation

Plain Language Summaries: Reports highlight findings in concise, jargon-free language
(e.g., “Vietnamese women are more likely to get lung cancer even if they don't smoke,
compared to other groups”).

Visual Storytelling: Dashboards include color-coded charts, iconography, and infographics
designed to be understood by individuals with low health literacy.

Interactive Exploration: Public health dashboards include multilingual toggles, audio
narration, and data visualizations that allow users to explore data by subgroup (e.g., gender
within AANHPI subgroups).

Accessibility by Design: Materials comply with ADA accessibility standards, including high-
contrast visuals, adjustable font sizes, and closed captioning on explanatory videos.

Dissemination

Trusted Intermediaries: Data is distributed through community centers, faith-based
organizations, and AANHPI-serving nonprofits that can explain findings to local
communities.

Local & Ethnic Media: Findings are shared through radio, newspapers, TV, and social media
platforms in AANHPI languages, ensuring reach beyond government portals.

Community Forums & Workshops: Health departments host bilingual town halls and
webinars, co-led by community health workers and researchers, to interpret data together
with residents.

Policy-Relevant Accessibility: Reports for policymakers include plain-language executive
summaries and community-informed recommendations, ensuring the data drives equity-
centered policy change.
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TRANSFORMATIVE

To produce Transformative population data, data producers and users can collaborate to conduct ICAs
that are used to drive innovation efforts in government agencies and nonprofit organizations to fully serve
community needs, including under contexts of resource scarcity. Implementation of this standard would
entail significant reforms to the Design and Utilization stages of the data production process.

In the Design phase, agencies would need to move beyond routine data collection and instead develop
ICAs that are purposefully aligned with problem-solving and service transformation. This means
designing surveys and administrative systems not just to monitor performance, but to uncover unmet
needs, identify structural barriers, and surface opportunities for creative intervention. Key roles in this
reform would include program designers, data equity officers, and innovation leads, and the communities
they serve, who would collaborate to ensure that data collection is driven by ambitious, forward-looking
goals. For example, a state housing agency might design a tenant feedback system that not only tracks
eviction risk but also identifies patterns in landlord behavior, enabling proactive mediation programs.

In the Utilization stage, the standard would require agencies and nonprofits to treat data as a strategic
asset for redesigning services, reallocating resources, and piloting new models of service delivery. This
would involve building internal capacity for data interpretation, scenario modeling, and rapid prototyping,
as well as fostering cross-sector partnerships to co-create solutions.

However, this transformative potential introduces trade-offs—particularly around data privacy and
granularity. More detailed data can reveal deeper insights, but it also increases the risk of re-
identification and misuse, especially when shared across agencies or used in predictive analytics.
Balancing these risks would require robust governance frameworks, including differential privacy
techniques, community-informed consent protocols, and clear data minimization policies.

Another challenge lies in the tension between the risks associated with more granular data and the
exposure to data security concerns, especially when dealing with small subpopulations. Statistical
standards often require suppression of data with high error margins, which can obscure the experiences
of marginalized groups. Data equity officers and statisticians would need to work together to develop
alternative approaches—such as qualitative augmentation, synthetic data modeling, or protected
microdata access environments—that preserve visibility without compromising validity or confidentiality.
A concrete example might be a city’s youth employment initiative using granular survey data to identify
barriers faced by transgender youth, then partnering with local nonprofits to design targeted mentorship
and job placement programs. These reforms would not only make data more actionable but also ensure
that innovation is grounded in equity and community voice.
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Table 6. Transformative: Public Health Agency Use-Case

Issue

Lung cancer disparities among non-smoker AANHPIs. See full description in Table 1.

Design

1) Problem-Specific Data Design: Instead of relying on routine cancer registry data,
agencies could collaborate with AANHPI community organizations, researchers, and health
providers to design an Integrated Community Assessment (ICA) that combines
environmental exposure data (e.g., indoor air quality, radon exposure, occupational risks),
cultural/linguistic barriers to care, and healthcare utilization patterns across AANHPI
subgroups.

2) Transformative Goal: Move from surveillance-only data (e.g., tracking cancer incidence)
to problem-solving-oriented data that surfaces structural barriers—such as limited
language-access cancer screening programs or misclassification of risk in non-smoker
populations.

3) Stakeholder Roles:

o Program designers integrate survey modules capturing housing conditions and
secondhand smoke exposure.

- Data equity officers ensure subgroup disaggregation (Chinese, Filipino, Vietnamese,
Native Hawaiian, etc.).

« Innovation leads test new tools like smartphone-based radon monitors distributed via
community clinics.

o Community partners co-develop culturally tailored outreach and consent processes.

Utilization

1) Transformative Utilization: Agencies and nonprofits treat the ICA outputs as strategic
assets to redesign prevention and screening services, rather than as static reports.

2) Innovation Pathways:

« Use data modeling to identify “hot spots” of lung cancer risk among AANHPI non-
smokers (e.g., high-density immigrant housing near industrial sites).

 Pilot new screening models—such as lowering thresholds for low-dose CT scans among
at-risk AANHPI women who do not smoke.

« Reallocate resources to community-based organizations to run culturally tailored
awareness campaigns about environmental risks and early detection.

 Foster cross-sector partnerships (e.g., between public health agencies, housing
authorities, and worker safety boards) to jointly mitigate risk factors.

3) Governance & Equity: To balance privacy risks, data equity officers apply differential
privacy techniques and community-informed consent for small-population data (e.g.,
Vietnamese women in specific counties), ensuring that protective action is taken without
stigmatization.
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V. Solutions and Best Practices

To implement the Framework for Producing SMARTT Community Data, public agencies, nonprofits,
and other data producers must take coordinated, multi-stage actions that embed equity, security, and
innovation into the entire data lifecycle.

Data producers should begin by establishing cross-functional teams—including data equity officers,
privacy experts, statisticians, community representatives, and program managers—to oversee reforms
aligned with each SMARTT principle. They should revise their design protocols to ensure that ICAs are
Meaningful, Representative, and Transformative. This includes conducting community listening
sessions, co-developing survey instruments with local organizations, and aligning data collection goals
with real-world service gaps. For example, a state health department might redesign its intake forms to
include more granular race/ethnicity categories and questions about housing insecurity, enabling more
targeted interventions. In the interest of equity, data producers may also consider setting aside funds
to compensate community partners for their expertise and collaboration.

In the collection phase, data producers must ensure that data is Safe, Accurate, and Translatable. This
involves implementing strong cybersecurity measures, limiting third-party access, and ensuring that
data collection tools are accessible to individuals with limited English proficiency, low literacy, or
disabilities. They should adopt inclusive sampling strategies, such as oversampling underrepresented
groups, and using multilingual outreach. For instance, a city workforce development program might
deploy mobile survey teams in partnership with community organizations to reach unhoused
populations, using tablets with screen reader compatibility and translated materials. Privacy officers
and legal counsel must also be involved to ensure compliance with data protection laws and ethical
standards, especially when collecting granular data that could increase re-identification risks.

During the dissemination and utilization stages, data producers must prioritize transparency and
innovation. Data must be presented in formats that are Translatable—such as plain-language
dashboards, audio summaries, and visualizations tailored to different audiences—and used in ways
that are Transformative, driving program redesign and resource reallocation. They should establish
feedback loops with community stakeholders to interpret findings and co-create solutions. For
example, a local education department might use disaggregated student performance data to identify
disparities among disabled students of color, then collaborate with nonprofits to pilot inclusive
curriculum models. To balance the trade-offs between accuracy, representativeness, and privacy, data
producers can explore techniques like differential privacy, synthetic data generation, and protected
microdata access environments.

Finally, data producers should institutionalize these practices through updated data governance
policies, staff training, and performance metrics tied to SMARTT principles. Federal agencies should
support this work by issuing guidance, funding pilot programs, and creating shared infrastructure for
secure and equitable data use. State and local governments, meanwhile, can lead by example—
demonstrating how community-centered data systems can improve trust, accountability, and service
delivery.
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VI. A Playbook for Action to Ensure
Data Privacy for the Public Good

The SMARTT Data Framework is compatible with, and complementary to, other efforts underway to
ensure improved data governance (see Appendix). In order to facilitate experimentation and adoption, we
offer the following set of guided questions in Table 7.

Table 7

Safe Meaningful Accurate Representative Translatable Transformative
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Recommended Next Steps for Data Producers

Get Informed. Share this white paper within your agency, and specifically with those who have budget
and decision-making authority.

Take Action.
1.Conduct an audit/scan of proposed and existing data collections based on this framework

This framework can guide public agencies and nonprofits in assessing whether their data infrastructure,
as currently constituted, is equipped to address emerging issues, satisfy existing mandates, and
maximize the benefit constituents derive from their statistical programs. For instance, adoption of the
Representative principle should guide data producers to assess whether their data collection
instruments sufficiently capture the diversity of the populations they serve, and whether additional
resources are needed to collect, analyze, and make best use of more detailed data.

2. Communicate and engage with community stakeholders throughout the data production process.

Public agencies and nonprofits should build stronger relationships with community organizations,
particularly when designing statistical programs and collecting information, in order to leverage their
subject matter expertise when analyzing the data, presenting key findings, sharing data products, and
using evidence to drive decision-making.®* Statistical offices should consider creative ways to better
understand and collaborate with the groups most impacted by the data being collected, including
constituents, community organizations, service providers, and researchers embedded in stakeholder
groups.® To promote trust and ensure support from the public, data producers should proactively include
the aforementioned stakeholder groups when designing, building, and operationalizing any changes to
their procedures for collecting, analyzing, and using data.®®

3. Secure resources as needed, but work to maximize impact under given resource constraints, paying
attention to process innovations, cost-sharing and cost-saving techniques, and flexible rules on
implementation.

Improvements in data collection often require additional short-term resources, even if they produce
efficiency gains in the long run. At the same time, securing these additional resources will require
agencies to strategically deploy their existing resources for planning, stakeholder engagement, and
funding. Agencies would benefit from meaningful and creative efforts in identifying cost-sharing and
cost-saving measures, including building community partnerships that can help address short-term and
long-term resource constraints. Public agencies and nonprofits often assume that additional resources
are needed to take additional actions. However, the opportunity cost of inaction may ultimately be more
costly than any effort or creativity required to improve the reliability and quality of community data
collection —particularly when such data collections are already being conducted. To that point, public
agencies and nonprofits should design community partnership-building strategies that can create
additional capacity when resource constraints may otherwise limit forward-progress.
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4. Design and Promote Changes to Policy or Programs
a. Public Agencies - Executive and Legislative strategies

Public agencies often retain a significant amount of flexibility under their legislative mandates, granting
them an important role in designing or promoting policy and programmatic changes that enable them to
implement aspects of this framework and carry out their authorized activities. Through stakeholder
collaborations, program monitoring and evaluation, and public reporting, public agencies can provide
ample evidence that can be used to inform the design and implementation of much needed reforms. To
the extent that such changes are needed or warranted for them to implement aspects of this framework,
public agencies should utilize these flexibilities to promote needed changes to policies and programs.

b. Nonprofits and other community-serving organizations

Nonprofits and community organizations collect significant population-level data, often filling gaps left
by public agencies. This data collection is funded through various mechanisms, including fees for
services, private foundations, and public agencies. In some cases, the data might be better collected by a
public agency subject to rigorous oversight and accountability mechanisms. Foundations should
encourage their grantees to inform them of such on-the-ground realities, and design funding
opportunities that best address community needs.

Foundations and their grantees have a symbiotic relationship where their priorities inform each other.
Foundations can act as catalysts for change by offering financial support, training, networking, and
technical assistance to nonprofits working on shared missions. Nonprofits, especially those directly
engaging communities, are well-positioned to identify challenges and develop solutions. Nonprofits and
community-serving organizations can promote this framework by engaging in advocacy, research, and
other awareness-raising campaigns.
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APPENDIX 1

Implementation Recommendations on Data Privacy, Data Security, and Related Data
Governance

Protecting Personally Identifiable Information (Pll)—or any data that, when combined, could lead to re-
identification—is a critical aspect of responsible data management. The core challenge lies in
balancing the need for rich, granular data that enables meaningful insights with the ethical and legal
imperative to safeguard the privacy of respondents. Failure to maintain this balance not only exposes
an organization to regulatory and reputational risks, but also erodes the public trust that underpins all
data-driven efforts.

Thus, the aim of this section is to further explore the importance of data privacy and security within
the SMARTT framework, with a particular emphasis on safety. The following sections discuss how
privacy and security considerations should be integrated at both the “input” phase (e.g., managing
risks related to improper access or misuse of input files) and the “output” phase (e.g., ensuring safe
dissemination of publicly released statistics). While much of the focus in this section will be on data
privacy, we will also discuss aspects of data security—particularly those related to the storage and
protection of sensitive information, such as encryption—where relevant and will point to additional
resources on this topic.

Input Data Privacy

Input privacy protections address risks to the improper access or use of input files, including any
information that could be uniquely identifying, at both individual and group levels. In the SMARTT
framework, input privacy relates most closely to the design, collection, and management steps of the
data lifecycle.

Breaches of privacy may be intentional (such as by “bad actors” within or outside of an organization)
or unintentional (such as the loss of a device that contains sensitive data). Whether deliberate or
accidental, data breaches are serious threats to privacy. Physical security considerations are beyond
the scope of this text, but chapter two of the Handbook on Using Administrative Data for Research and
Evidence-based Policy, Physically Protecting Sensitive Data, provides a useful overview.

In addition, Georgetown’'s Massive Data Institute has developed some strategies to improve privacy,
several of which apply at the input (collection and management) stage, including:

¢ Simplify and add ambiguity
o Fill in blanks and non-responses (e.g., if a telephone number is left blank, replace it with a filler
number like 999-999-9999).
o Group numbers into ranges or small categories into larger ones (e.g., ask for income ranges
rather than a specific number).
o Collect only what's necessary (e.g., if all you need to know is whether or not someone is on an
H1A visa, ask that, not a multi-option status question).
¢ Store sensitive data separately (e.g., split fields like name and address from sensitive data using a
link table and encrypt or add access controls to the new key and sensitive data table).
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e Consider what gets stored, and for how long: Is it necessary to keep individual records for a long
period of time, or could aggregate data be stored instead?

e Set auto-deletion schedules so that data that are not accessed within a set timeframe are
automatically deleted.

e Scan for unauthorized places that sensitive data might be stored (e.g., referrals systems, shared
drives). Make someone accountable for cleaning these up and preventing future storage risks.

Input privacy also must incorporate safeguards such as encryption, access control, and data retention
and disposal processes.

Output Privacy

Output privacy refers to statistics that will be publicly released. In the SMARTT framework, output privacy
aligns with the analysis, presentation, dissemination, and utilization steps of the data lifecycle.
Protocols for output privacy must reduce the risk of re-identification for any individuals. Output privacy
can be further divided into publication considerations (i.e., data that an organization publishes) and
access considerations.

Publication:

e Determine what combination of historical methods (e.g., cell suppression, swapping, or coarsening-—
such as top-coding, aggregation, rounding) and formal privacy and security techniques (e.g., noise
infusion) are appropriate for published data.

Access:

e Access limitations: Explore which roles require access to personally identifiable and sensitive data
and restrict access so employees only have access to data essential for their work.

e Secure query systems: Generate results to pre-defined queries for standardized input datasets,
suppressing queries with too few observations to publish results on.

o Synthetic data files + validation servers: Modeled data that retain statistical and mathematical
properties of the original dataset but none of its microdata, allowing for the safe release of data,
without exposing original personally identifiable information.

Data Governance Oversight:

In order to achieve the stated privacy and security goals while supporting permitted uses there will be a
deep need for integrated data governance from data creation to destruction. In order to monitor
compliance and provide transparency, a Data Catalog which is fully integrated with each step of the Key
Stages in the Public Data Production Process, is foundational. This includes designing policies for
permissible uses of the collection, management of roles and responsibilities, deploying Privacy
Enhancing Technologies during collection and analysis, and real time data lineages which allow the
public to explore any and all presentation, dissemination, and utilization of public data assets containing
their information. This can be accomplished using a singular Data Catalog integrated throughout the
SMARTT data infrastructure. The Data Catalog will act as a Data Governance Console which exposes
Role Based Access Controls that determine each users ability to view and/or access each data element
based on the privacy and security policies established in the design phase with public input. More
information about implementing these recommendations can be found at the Data Governance
Transformation project led by Georgetown's Massive Data Institute. Below we outline the information
stored in the Data Catalog for each stage:
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Design:

Any proposed data collection will need to establish data standards and data quality verifications as
part of the collection intake process.

Privacy and Security policies will determine allowable uses and record retention schedules.

Roles for ownership, stewardship, and custodianship of the data will be filled by staff with
appropriate qualifications.

Collection:

Each collection will be assigned a unique version control number. That control number is also
associated with the data standards and quality metrics implemented for the collection.

Privacy Enhancing Technologies will be implemented to associate any individuals’ information with
administrative records of other datasets specified in the data governance policies set during the
design phase (Design policy).

Each participant will receive a direct link to the Data Catalog which will give them real time
information about how and where their data is being stored and used.

Management:

Roles established in the Design policy will be granted access to data in raw or privacy protected form
based on their responsibilities and allowable uses.

All activity on data products will be logged and made available to all users to provide transparency.
The public view will include metadata but not private information. The administrator views will allow
oversight of all activities.

Custodians will transform data and document their code in a version control system such as GitHub
and detail issues they identify in the Data Catalog.

Stewards will check the transformations and work with public stakeholders to ensure that the
transformations and data quality issues comply with expectations and allowed uses.

Data Owners will review and approve any final product to ensure that it complies with the established
uses and privacy expectations.

Analysis:

Privacy Enhancing Technologies will be implemented and documented to ensure data is used at the
approved permitted use granularity and outputs are appropriately privacy protected.

Any and all uses of collections will be automatically exposed via the Data Catalog’s data lineage, this
will bring transparency to all Analysis, Presentation, Dissemination and Utilization by connecting back
to the original collection and its design intent.

Presentation:

Privacy Enhancing Technologies will be implemented to make a public data set available that
complies with privacy expectations while allowing permitted uses.

e Any and all presentations or data products will be traceable within the Data Catalog back to their

established policies. Individuals within the presented collection will be informed about the use of
their data via the Data Catalog.

Dissemination:
o Data products will be available for search within the Data Catalog and members such that members

of the public can observe any and all uses of their information.
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Utilization:
o Researchers will be able to use this interface to discover information which may be of potential use,
thus allowing them to request analytics access if permitted by use policy.

This Data Governance infrastructure can also be incorporated into the six principles detailed in section IV
as expressed below:

Safe:

e The inclusion of a Data Catalog and Privacy Enhancing Technologies will provide public and
government leadership oversight of engineered assurances that the Design policy’s data privacy and
allowed uses are followed.

¢ By assigning and exposing roles and responsibilities of viewers and users of data you easily identify
and block any misuse by bad actors in real time.

Meaningful:
e By storing both the allowable and ongoing uses in the Data Catalog public viewers will be able to see
the impact of their data via data lineages and curated project metadata.
e Community insights and contributions could be stored as part of the metadata associated with
datasets in the Data Catalog so that users and the public can view findings.

Accurate:
e Engineered data validations will ensure data fixity and quality throughout the project'’s lifecycle.
e Community oversight and comment on the data flow and metadata will ensure it is true to the design
intent and lived experience of individuals whose data was collected.

Representative:
e Metadata tags on datasets within the catalog could provide guidance on populations the data
collections represent making them easier to find and use within a known context.
e Data Catalog metadata could also be used to determine gaps in existing datasets by exposing
populations that are overlooked by current datasets.

Translatable:
o Data Governance policies established during the design phase should include criteria for accessibility
of the collections throughout their lifecycle.
o Data Catalog entries for data products can surface programmatic and/or community evaluations of
their accessibility based on the criteria established in the Design phase.

Transformative:

o Data Catalogs can be implemented to link collections, analysis, and final outputs with established
Learning Agendas similar to those established in the Federal Foundations For Evidence Based
Policymaking Act to demonstrate the impact of individuals’ data contributions.

e Rich details for each collection stored in the Data Catalog will be easily accessible to decision
makers, researchers, and the public which will help drive transparency and impact while
demonstrating the transformative power of the data.

In conclusion, the SMARTT framework must be underpinned by a strong Data Governance policy
framework deployed and made transparent via a Data Catalog which tracks all data collections, Privacy
Enhancing Technologies, and data interactions throughout each datum’s lifecycle. As a first step any
entity interested in engaging with the SMARTT framework should conduct a data inventory of existing
assets and begin storing their findings in a Data Catalog. More information about implementing these
recommendations can be found at the Data Governance Transformation project led by Georgetown's
Massive Data Institute.
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Additional Resources

Data Privacy

A Visual Guide to Practical Data De-identification

e A visual guide to understanding different categories of data identifiability, including explicit,
pseudonymous, de-identified, and anonymous data, along with their associated safeguards and
controls.

Primer on Privacy Enhancing Technologies (PETs)_
» A primer on Privacy Enhancing Technologies (PETs), which are cryptographic techniques designed to
increase data protection while allowing for greater data use. PETs mask identifiers, automate access
rules, and alter outputs to protect individuals and groups.

Quick Improvements to Data Privacy: An Introduction for Leaders of Small Nonprofits and Agencies
¢ An introduction for leaders of small nonprofits and agencies on how to quickly implement strategies
to protect sensitive data held about individuals. It addresses the challenges posed by recent privacy
breaches in government program data repositories and offers easy-to-implement solutions for
safeguarding data rather than deleting it.

Testing_Privacy-Preserving_Record Linkage Within a Statewide Longitudinal Data System: Lessons
Learned
e This report details a pilot project that tested Privacy-Preserving Record Linkage (PPRL) using the
Linkja software to securely link education and workforce data within Arkansas's Statewide
Longitudinal Data System (SLDS), aiming to maintain data utility for analysis without compromising
individual privacy.

National Institute for Standards and Technology Privacy Framework

The National Institute for Standards and Technology (NIST) Privacy Framework is a “voluntary tool
developed in collaboration with stakeholders intended to help organizations identify and manage privacy
risk to build innovative products and services while protecting individuals’ privacy.”

Data Security:

National Institute for Standards and Technology Cybersecurity Framework

The National Institute for Standards and Technology (NIST) Cybersecurity Framework “provides guidance
to industry, government agencies, and other organizations to manage cybersecurity risks. It offers a
taxonomy of high-level cybersecurity outcomes that can be used by any organization — regardless of its
size, sector, or maturity — to better understand, assess, prioritize, and communicate its cybersecurity
efforts.”
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APPENDIX 2

Ensuring that Data Collections are Meaningful: lllustration of Collecting Data with a
Purpose

In 2013, the Michigan Department of Health and Human Services (MDHHS) conducted a “stand-alone
survey of [Arab and Chaldean] adults in Michigan.” The impetus for the survey was to “help identify the
gaps in data among [these populations]” given “the small number of Arab/Chaldean participants
included in the Michigan Behavioral Risk Factor Survey (MiBRFS).¥’

To conduct the 2013 Arab Behavioral Risk Factor Survey (BRFS), MDHHS collaborated with research
institutions (i.e., Michigan State University, Wayne State University, Saginaw Valley State University)
and ACCESS, the nation’s largest Arab American community-based nonprofit organization, based in
Dearborn, MI. The 2013 Arab BRFS was partly supported by the Centers for Disease Control and
Prevention (CDC), through a Preventive Health Services Block Grant.

The 2013 Arab BRFS demonstrates a model application of the Meaningful Principle of the SMARTT
Data Framework. For instance, the team conducting the survey relied upon ACCESS, an Arab American
community-based organization, to co-design the materials and outreach strategies. ACCESS provided
cultural training to 2013 Arab BRFS interviewers, who conducted interviews in both Arabic and English.
One week prior to releasing a random subset of the sample for calling, the team also “mailed advance
notice letters in both English and Arabic to the address listed portions of the sample.” These actions
represent the role that community-based organizations can play at the collection phase to improve
rates of response and bridge potential trust gaps between interviewers and interviewees.

In the report summarizing the findings of the 2013 Arab BRFS, the authors made frequent reference to
the policy-relevance and “statistical purpose”® of the data being collected. For instance, at the outset
of the report the authors cited one of the purposes of the survey as being to “help identify the gaps in
the data among this population.”® In a section outlining the potential use-cases of the data produced
through the 2013 Arab BRFS, the authors point to its ability to improve the “understanding of the risk
factors and preventive behaviors for the major causes of disease among Arabs in Michigan” among
“public health officials, health care providers, researchers and local and state level policy makers."°

The authors also took steps that could improve the meaningfulness and transformative potential of
the 2013 Arab BRFS, as well as the accuracy and representatives of future iterations. For instance,
throughout the “Public Health Implications of Findings” section of the report, the authors consistently
referenced how the reported health issues could be addressed through the services provided by
ACCESS, their community partner. They noted how ACCESS' offering of “bilingual and culturally
sensitive health care services at reduced costs” could address the issue that “nearly 1 in 4 Arab adults
in Michigan report no health care coverage.”' To address the relatively lower rates of cancer screening
among the same group, they referenced how “ACCESS offers education on cancer to low-income Arab
Americans and conducts colorectal cancer screenings among adults over the age of 50."** By
facilitating connections between health survey respondents and community-based health care service
providers through the report, the authors made the 2013 Arab BRFS a potential driver of improved
health care outcomes. By the same token, they improved the ability of their community partner to
provide more meaningful assistance in the design and collection phases of future surveys.
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The report authors also noted information reported by survey respondents which was not directly
solicited through the questions, including requests “about where to seek health care and other social
services.” In the report highlighting findings from the 2013 Arab BRFS, the authors note that this
information helps to “highlight the need for health care and other services among the Arab population
in Michigan. In so doing, they further enhanced the transformative potential of the 2013 Arab BRFS by
guiding future health research as well as improvements to health care service delivery.
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APPENDIX 3

Solution Providers on SMARTT Data
The following organizations can provide solutions relating to implementation of the SMARTT Data
Framework.

e The National Network for Arab American Communities (NNAAC) is a consortium of 36 independent
Arab American community-based organizations in 13 different states. NNAAC can provide support
regarding community-driven use-cases for MENA data and best practices for MENA community
outreach. You can reach them at advocacy@accesscommunity.org.

e The National Council of Asian Pacific Americans (NCAPA) is a coalition of 44 organizations serving
Asian American, Native Hawaiian and Pacific Islander communities across the country. NCAPA's
Data Equity Working Group specializes on matters of data policy. You can reach them at
info@ncapaonline.org.

e AAPI Data is a research and policy organization producing accurate data to shift narratives and drive
action toward enduring solutions for Asian American, Native Hawaiian, and Pacific Islander
communities. They can assist with ensuring that AA and NHPI communities are recognized, valued,
and prioritized in the data production process. You can reach them at policy@aapidata.com.

e The Center for Arab Narratives (CAN) is a national institution of ACCESS and an interdisciplinary
affiliate network of Arab American community-based researchers. CAN can provide support
regarding implementation of the MENA reporting category and analysis of findings from MENA data
collection. You can reach them at research@accesscommunity.org.

e The Data Disaggregation Network (DDAN), a network of state and local advocacy organizations
working to improve data quality and accessibility in order to better understand disparities and
achieve racial equity. DDAN can support efforts to engage stakeholders, policymakers, and
communities on the need for disaggregated data.

e UCLA Data Equity Center, a shared learning and training hub within the UCLA Center for Health Policy
Research. The UCLA Data Equity can provide technical assistance, expertise, and resources to
increase the representation in and access to data for marginalized populations.

e UCLA NHPI Data Policy Lab, a Native Hawaiian and Pacific Islander community-rooted policy lab
within the UCLA Center for Health Policy Research. The UCLA NHPI Data Policy Lab can support
making NHPI data more easily accessible and digestible for NHPI communities.

e Evidence Oracle, LLC is a consortium of social science researchers and data scientists with extensive
experience building evidence in partnership with public, private, and non-profit organizations. They
can provide support regarding program evaluation, performance management, strategic planning,
and capacity building related to the identification, collection, analysis, and protection of important
data assets. You can reach them at EvidenceOracle@outlook.com.

e Constituent Solutions, LLC is a policy and research consultancy. Constituent Solutions can provide
consultation, technical assistance, and training regarding the use of evidence, including data and
community feedback, to inform participatory policymaking. You can reach them at
support@constituent-solutions.com.

e The Interdependent Futures Lab, a collective of researchers and policy experts dedicated to promote
interdependence and achieve equity and justice for disabled individuals and their communities. The
Interdependent Futures Lab can help facilitate meaningful engagement with disabled individuals and
their communities in the design, implementation, and evaluation of social science and health
research, public policy, and service programs. You can reach them at
interdependentfutures@gmail.com.
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Additional References

Below are some key references that have informed the work of the SMARTT Data Framework.

Ponce, Ninez A., Tara Becker, and Riti Shimkhada. “Breaking Barriers with Data Equity: The Essential Role
of Data Disaggregation in Achieving Health Equity.” Annual Review of Public Health 46, no. Volume
46, 2025 (2025): 21-42. https://doi.org/10.1146/annurev-publhealth-072523-093838.

o This review offers a framework for understanding data disaggregation in the context of data
equity and highlights critical aspects of implementation, including challenges, opportunities, and
recent policy and community-based efforts to address hurdles. Includes discussion of
oversampling, language access, poststratification weighting as well as legal frameworks and
policy solutions.

The Leadership Conference Education Fund. Disaggregation Nation: A Landscape Review of State Race &
Ethnicity Data. Washington DC (December 2023).

o This report examines laws and pending legislation in 50 states and the District of Columbia to
identify states that require disaggregation of race or ethnicity data beyond federal standards.

AAPI| Data and National Council for Asian Pacific Americans. 2022 Asian American, Native Hawaiian, and
Pacific Islander (AA and NHPI) Roadmap for Data Equity in Federal Agencies. Riverside, CA and
Washington, DC (May 23, 2022).

o This report provides a working definition of data equity for communities, researchers, and federal
agencies that differentiates between functional approaches and process approaches. It also
reviews recent data equity initiatives by AA and NHPI community organizations and researchers,
and prior interagency work by presidential administrations to advance data equity for AAs and
NHPIs. It also includes recommendations using the "DNA: Data, Narrative, Action" framework,
with solutions informed by past efforts from AA and NHPI organizations, researchers, and federal
agencies.

AAPI| Data and National Council for Asian Pacific Americans, with Southeast Asian Resource Action
Center and Empowering Pacific Islander Communities. Strengthening the Federal Government's Data
Disaggregation Pillar: Key Implementation Recommendations for 2024 Revisions to Detailed Race and
Ethnicity Standards Under Statistical Policy Directive 15. Riverside, CA and Washington, DC (April
2024).

o This policy brief focuses on timely and successful implementation of the “data disaggregation
pillar” in OMB’s update to race and ethnicity standards in March 2024. The report notes three
important gaps that need to be remedied, including the lack of a comprehensive inventory or
baseline database of all federal agency data collections and the extent to which they provide
disaggregated data, and no formal and regular mechanism for community input and expertise,
including from industry and scientific researchers.
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AAPI Data and National Council for Asian Pacific Americans, with Southeast Asian Resource Action
Center, Empowering Pacific Islander Communities, and Asian Americans Advancing Justice. Six Steps
to Improve Federal Government Performance on Data Disaggregation. Riverside, CA and Washington,
DC (September 25, 2024).

o This report, released by AAPI Data along with the Data Equity Working Group of NCAPA, provides
updated recommendations, an action framework, and best practices aimed at supporting the
federal government’'s efforts for the timely and successful implementation of the data
disaggregation pillar under Statistical Policy Directive (SPD) 15.
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in public programs and services and committed to our “safety first” approach to public data collections.
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(NCAPA) 1996, NCAPA serves to represent the interests of

AA and NHPI communities at the national level.
Contact: joann@ncapaonline.org
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American Communities mission is to build the capacity of these

(NNAAC) organizations to address local and national issues
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Contact: nnaac@accesscommunity.org

AA a research and policy organization based at the
PI Data University of California, Berkeley and co-chair of
NCAPA's Data Equity Working Group.
Contact: policy@aapidata.com

The Massive Data an interdisciplinary research institute at
. Georgetown University that connects experts
Institute across computer science, data science, public

health, public policy, and social science to
tackle societal scale issues and impact public
policy in ways that improve people’s lives
through responsible evidence-based research.
Contact: beth.jarosz@georgetown.edu

Data EqUity Center a research and policy center based at the UCLA
Center for Health Policy Research focusing on equity

in all aspects of the design, collection, production,
and dissemination of population health data
Contact: ajscheitler@ucla.edu
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